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Autopsy

mac linux win
KpaTKaﬂ NaMATKa NCNOJZIb30BaHUA U

Investigation . forensic TOOLS

OCHOBHOro ¢yHKLMOHaNa.
www.autopsy.com

Hayano paboTsl:

2. BBoaMm HasBaHWe Aena, a TakXKe Bblbnpaem

1. 3anyckaem Autopsy n Haxkumaem "New Case". 6a30BblIi KaTanor, ans cbopa AaHHbIX B O4HOM
mecTe.
Welcome X & New Case Information X
Steps Case
Hew Case 2 Ontons infomnatom CaseMame:  [Test
Base Directory: | C:\Users \Beholder Local\OneDrive\florcymerTei\Cases Test} Browse
Case Type: Q) single-User Multi-User

Open Recent Case Case data wil be stored in the folowing directary:

2 ::\ x“\ - Open Case
Autopsy®

OPEN | EXTENSIBLE | FAST Close

:\Users\Beholder Local\Onebrive\oymerTsi\Cases Test\Test

cancl

3. NMpu HeE06X0AMMOCTM MOXKHO A06aBUTb
AONONHUTENbHYIO MHDOPMaLMIO.

M New Case Information X

Steps Optional

1. Case Information
2. Optional Information Case

Number: |01

Examiner
Name BeholderIsHere
Phone:

Email: beholderishere @gmail.com

Notes: (Ouers 3anyTarHoe 1 uHTEDECHOE paccnenosaHie]

Organization

Organization analysis is being done for: Not Specified Manage Organizations

<Back Finsh | Cancel

MNpumevaHua:

o TlocKonbKy B paMKax 04HOro Aena Bbl byante MMmeTb
Aena ¢ pasIyHbIMU UCTOYHUKAMM AaHHbIX, 3TOT 3Tan
HeobxoAnMm Ana Toro, 4Tobbl BCA MHPopmaLmsa
HaxoAnnacb B OAHOM MeCTe, a TaK}Ke COXPaHUTb
Le/IOCTHOCTb CTPYKTYPbI Ucciegyemon MHpopmaumm
npu nepeHoce Aena Ha Apyron KomnbloTep.

o ®Pusnyecku Bce AaHHbIE K BCA MHPOPMALMA NO aeny
6yAeT HaxoAWUTbCA MO TOMY NMYTU KOTOPbIN Bbl YKaXuTe B
nyHKTe 2.
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www.autopsy.com

Hayano paboTsl:

5. BbibepuTe TMN AaHHbIX KOTOPbIN Bbl A06aBUTE

4. CreHepupyiTe HOBOE MMA XOCTa
KaK UCTOYHMUK .

M Add Data Source X M Add Data Source X

it S
I
dre

& LocalDisk

L Select Host L Selecthost
. H ata. 2 Sel

Disk Image e VM e

= Logcal Fies
Unallocated Space Image Fie
Autopsy Logial Tnager Resuts
Memory Image Fie (rciathty)

XY Text Export

o) Disk Image or VM file:

6. Bbibepute MecTo rae Haxo4MTCA UCTOUHMK ctofa BxoauT daiin obpasa, KOTOPbIA MOXKET 6bITb
OaHHbIX TOYHOM Konue:
- . ECTKOro AncKa
. KapTbl NamATy
¥ o = *  BUPTYasbHOM MaLMHbI

o) Local Disk:
3TOT NapameTp BK/IOYAET TaKue YCTPOMCTBA, KaK:

. YKECTKUI AnCK
. USB HaKonutenu
. KapTbl NaMATU U T. 4.

o) Logical Files:
06pa3bl 10ObIX TOKANbHbIX KaTanoros Unu ¢amnnos.

o) Unallocated Space Image File:
dalinbl, 3anyckaemble ¢ NOMOLLbIO Mmoayns Ingest.

o) Autopsy Logical Imager Results:
WCTOYHMK AaHHbIX OT CKaHepa IOTMYEeCKMX pas3genos
ANCKOB.

o XRY Text Export:

NUCTOYHUK OAHHbIX U3 3KCMOPTa TEKCTOBbLIX d)al‘/‘IJ'IOB ns3
XRY.
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forensic TOOLS

Investigation

KpaTKas namsaTKa MCMOb30BaHUS U
OCHOBHOro ¢yHKLMOHaNa.

Hayano paboTsl:

7. BbibepuTe ingest mogynu Kotopblie Bbl byauTe
MCNO0/1b30BaTh A1 aHa/IM3a AAHHbIX.
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8. Ha ware Add Data Source ucTo4yHuK byaet
[06aBNEH N MPONHAEKCMPOBAH. ITO MOMKET
3aHATb HEKOTOPOE BPEMS.

M Add Data Source X

Steps Configure Ingest

- 00000000000

o HenaBHAA aKTUBHOCTb.

O6HapyeHune onepaumin ¢ aitnamm, AUCKaMMU U CUCTEMOW
o [eTeKkTop HeCOOTBETCTBUI PaCLUIMPEHUN.
Ncnonbsyetcs ans naeHtndmrkaumm Gannos pacwumpeHms
KOTOPbIX MOF/M 6bITb NOALENAHbI

o Mounck no xewy.

NaeHTudMKauma KoHKpeTHOro daina no ero xeww-cymme
o NaoeHTudmnKauma Tunos dainos.

Wcnonbsyetcs ans onpegenerHusa tunos Gpannos ncxoaa m3
BHYTPEHHWX CUTHATYyp

o JKcTpakTop dalinos.

MpepHasHavyeH ana nssnedeHuns Gbannos U3 apxmeoB anA
aHanusa

o MOUCK NO KNtOYEBLIM CIOBAM.

MoucK No KNoYeBOMY CNOBY MU LWABNOHY

o) Mapcep 3NeKTPOHHOM MOYTHI.

MN3BneveHne nHPopmaLmm n3 6as AaHHbIX MOYTOBbIX
KANEHTOB

o Ob6HapyeHue WndpoBaHms.

O6HapyKeHue 3aWnPpPOoBaHHbIX MM 3aKPbLITbIX Naposem
dainos

O DKCTPaKTOp BMPTYasbHbIX MALUMH.

HaxoauTt n nomoraeTt NnpoaHaaM3npoBaTb BUPTyasibHble
MaLLUWHBI

o NaeHTUOUKALMA «MHTepecHbIX» halinos.
YBegomneHusa o Hannuune daninos no onpeseneHHoMy
3afaHHOMY NpaBuay

o AHanus n3obpaxkeHui.

PacnosHaBaHue TeKcTa Ha ¢oTo

M. Add Data Source X

Steps Add Data Source

9. Mocne HaxaTusa KHonKku Finish Bbl byaute
roTOBbl K MCCEA0BAHUIO AaHHbIX, MONAaB B
rnaBHoe oKHo Autopsy

T.ME/FORENSICTOOLS



PYKOBOZCTBA ' LLUMAPTAJIKU

Investigation . forensic TOOLS

Autopsy

mac linux win
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Pabota c Autopsy:

OcHoBHOe paboyee NPOCTPAHCTBO:

o OKHO NHOOPMAUNK

o ®YHKUMOHANBHASA NAHE/b MecTo oTobparkeHua nogpobHo
COAEPKMT UKOHKM 3anycKa paBoTsl ¢ nHdopmMaLmnmn o ob6beKkTax cobpaHHbIX ingest

[AHHbIMW. moayneu.

sty s o s g

o APEBO AAHHbBIX

CoZepKUT KOHCONMMAMPOBaHHYO MHGOPMALMIO
cobpaHHyto B MpoLecce aHaAn3a, 0TCOPTUPOBAHHOE
no pesynbTaTam paboTbl ingest mogynen

o OKHO COAEPHKMMOIO
OKHO oTObpaxkeHna HakaeHHOM
nHopmaLmmn B uccneayembix obbekTax
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forensic TOOLS

Investigation

KpaTKas namsaTKa MCMOb30BaHUS U
OCHOBHOro ¢yHKLMOHaNa.

Pabota c Autopsy:

OPEBO JAHHbIX. FILE TYPES
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€ g [Lstoo

By Extension
Table | Thumbnail

Fie Type File Extensions

Images (189)

Videos (0) K Images (189)

1Py, .jneq, png, .psd, .nef, AT, bmp, tec, bF, webp

| : Audio (0) & videos (0) aaf, 300, .5, Vi, M1V, M2y, A, D4, MOV, [0S0, WD, MDE, 4, 1, i, D, Fir, S
-l Archives (0) & Audie (0) M43, .@pE, WMa, .Mp2, M1, .Mp3, .aac, Mp4, MR, mla, .m2a, mdr, .mpa, M3y, mid, midi, .0gg
& Databases (0) N Archives (0) 2ipy tar, Tzip, .72, .arj, .tar, .gzip, .bzip, .bzip2, .cab, .jar, .cpio, .ar, .gz, tgz, .bz2
:“‘“":';:5 & Databases () db, b3, sale, slvs3
By MIME Type Doauments it doc', " doc, " od’, " 515, s’ ppt, " ppt, " pef et tf
o Listing
HTML
ta Sources -
Table  Thumbnai
ws
File Types
By Extension Name s Cc o
- iy Images (202) i L R -
- () Forensic Investigation Autopsy Forensic Browser in Linux.html 1
L Videos (0) =
h  Audio (3) (&) a.html 1
-l Archives (0) () a_no2.html 1
W Databases (0) () fastbutton.html 1
= Documents .
() like.btml 1
[ ----- L HTML (38) =
..... W Office )
""" W PDF(5) Hex Text Application File Metadata Context Results Annotations Other Oco

----- L Plain Text (1198)
----- W Rich Text (2)

= Executable Page: 1 of 3 Page 2 | | Matches on page: - of - Match 1
----- n.exe (639)
..... " dl (1312) Hacking Articles
..... & bat (g)
""" & .omd (0) Raj Chandel's Blog
..... L .com (0)
By MIME Type * CTF Challenges

+ application * Penetration Testing

i audio * Web Penetration Testing

+ image * Red Teaming

+ et * Donate u_s B

* Courses We Offer

Deleted Files o Bug Bounty

File Size o Computer Forensics

sults o Ethical Hacking

Extracted Content o Red Teaming
Metadata (&)

¥ Recyde Bin (4)
Web Downloads (3)

Forensic Investigation: RAutopsy Forensic Browser in Linux

Keyword Hits i i i
posted inCyber Forensics on Rugust 13, 2020 by Raj Chandel
Hashset Hits =
SHRRE
E-Mail Messages Save
~ O Listing

File Size

#- @@ Data Sources Table [ Tharbral

- ® Views
% File Types Page: Pages: Go to Page:
-y Deleted Files Size Range

e
MB 50 - 200M8B (1)
MB 200MB - 1G8B (2)

MB 50 - 200M8 (1)
MB 200MB - 1GB (2)

KATETOPUM GAMIOB - MO PACLUMPEHUIO

N306parkeHns
Buaeo

Ayano

Apxusbl

ba3bl fJaHHbIX M T. 4.

O O O O O

KATETOPUM GANIOB - JOKYMEHTHI

HTML

Office

PDF

06bIYHbIV TEKCT
bopMaTUPOBaHHbIN TEKCT

O O O O O

KATETOPUM GAMOB - PACLUMPEHUA

.exe
dll
.bat
.cmd
.com

O O O O O

KATETOPUM GAMOB — NO MIME Tvnam

application
audio
example
image
message
model
multipart
text

video

[, © © O 0 © kK@

KATETOPUU GANIOB — YAANIEHHbIE
o HanpgeHHble YacTh yaaneHHbix ¢paiinos
KATETOPUU GANIOB — MO PASMEPY

o dannbl KnaccupmunpyoTca B 3aBUCUMOCTM OT
WX pasmepa, HaymHaa ¢ 50 Mb.

MB 168+ (3)

MB 1G8+ (3)
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Pabota c Autopsy:

OPEBO JAHHbIX. RESULTS
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-

B Data Sources
w3 Tonite.E01
@] Views
i File Types
-y Deleted Files
- MB File Size
£ Results
=B Extacted Content
/> Metadata (6)
i M RecydeBin (4)
Web Downloads (3)
w1\ Keyword Hits

+*

I-E Data Sources
-2 1gniteE01

-w Views

o File Types

N -y, Deleted Files

{ E-MB File Size

Results

B extractzd Content
Metadata (8)

PR

I DataSources
32 Ignite.EDL
Bl Views
File Types
Iy Deleted Files
- MB File Size
| Results
3-[B Extracted Content

PP .
Metadata
Table  Thumbnail

ource e

Date Modified Date Created Qwner Data Source

</> SRO2Y1Z5,pdf

2020-02-29 13:02:56 PST 2020-02-29 13:02:56 PST  Ignite Tech,.. Ignite.E01

</> Android Pentesting. pdf 2020-10-23 08:42:07 PDT 2020-10-23 08:42:10 PDT 2l Ignite.E01
</> ADG_EULA.rtf 2016-02-2502:55:00 PST Ignite.E01
/> FTKImager_UserGuide.pdf 201 2-03-21 20:52:22 PDT 2012-03-21 11:26:46 PDT Ignite.E0L
</ f0184304.pdf 2012-03-21 20:52:22 PDT 2012-03-21 11:26:46 PDT Ignite.E0L
/> f0002808.rtf 2016-02-25 02:55:00 PST Ignite.E0L
Table  Thumbnail
Source File Path Time Deleted
#. $R3RSEBH.jpg E:\images.jpg 2020-11-26 35 PST
#L SRODISPAY.E01 E:Ignite. E01 622 PST

# SRKIMRRO. txt
#L SRO2Y1Z5.pdf

Web Downloads

Table  Thumbnail

E:\Ignite E01.Ext 0-11-26 08:56:22 PST

E!\Bug Bounty Cours l5.pdf 2020-11-26 09:04:18 PST

|Suur:E File

< URL Domain

Forensic Investigation Autop:
ignite.jpg:Zone. Identifier
SR 3RSEEH.jpg: Zone. Identifie

ps v, hackingarticles. ...
imedia-expl icdn.comy. .

Jencrypted-tbn0, gstati...

/> Metadata (8)

vy, hackingarticles.in
media-expl.licdn.com

encrypted-thn0.gstatic. com

EXTRACTED CONTENT —
BECb U3B/IEUEHHbI KOHTEHT AOMONHUTENbHO
AeTtanusmpyerca.

MNPUMEP:

Metadata

MHGOPMaLMA O HaAEeHHbIX Ppannax, TakMe KaK:
. [AaTy co3paHua

. 4aTy UsMeHeHuA

. Bfagenoua ¢arnamT. 4.

Recycle Bin
B 3TOM KaTeropum HaxoZatca ¢pamnol,
NMOMELLEHHbIE B KOP3UHY.

Web Downloads
®dalinbl KoTopble 6bIAK 3arpyXxeHbl U3 MHTepHeTa.

- ¥ Recyde Bin (4)

[Web Downloads (3)

- A Keyword Hits

C} Listing

Keyword Hits
Table  Thumbnai

& KEYWORD HITS --
~- @ Data Sources MOMCK NO K/IoYEBbIM CIOBAM M MacKaM.
i B 1onite E01 MoXeT oCyLLEeCcTBAATLCA NO:

| Views ° TOYHOMY coBNnageHUo

E| Results 3/1eKTPOHHbIM NMUCbMaM

3 E Extracted Content

. perynspHbIM BblPaXKeHUAM U T. 4.
% Single Literal Keyword 5
. Single Regular Expressic
. Email Addresses (1025)

List Mame >

‘. Single Literal Keyword Search (0) e
“. Single Regular Expression Search (0)

*, Email Addresses (1028)

N Ignite - Autopsy 4.17.0

Case View Tools Window Help TAGS --
Cucrema meTok ncnosibdyeman ana:

® CO34aHWMA 3aKNaaoK

-~ s
Add Data Source fn Images/Videos - Communications o Geolocation e Tim

& O Listing
* OTCneXxuBaHwmA
- ‘_’a“? S°:‘":;1 Table Thumbnai *  NoMeTKM Ntoboro NpMMeYaTenbHOro afemeHTa
#- & Ignite.
| Views nT. A
+ File Types Name

#- % Deleted Files
Bookmark (1)

i1 MB File Size
#-|E| Results (&5 Follow Up (1)
SR m (&5 Notable Item (Notable) (1)
Reports

(&5 Project VIC: Child Exploitation (Tllegal) (Notable) (1)
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®YHKUMNOHATIbHAA NAHE/b.
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— _.
Add Data Source !il Images/\ideos i Communications 0 Geolocation

AJOBABUTb NCTOYHUK OAHHbIX:
[do6aBneHne AONOAHUTENBHOIO UCTOYHUKA
[AaHHbIX K Aeny

—
= Timeline o Discovery Generate Report i Close Case

l M30BPAXKEHWE/BUAEO:

KOMMYHUKALNN
Busyanunsaums BcTpevaoLmnxca ceA3el B
COODBLLEHUNSAX, IEKTPOHHOW NoYTe U T.M.

TAVM NTANH
Bmayanmau,wﬂ BpemMeHHbIX MHTEPBA/10B C06bITMl71
3ad)MKCVIpOBaHHbIX B Mccnep,yemoﬁ cnucreme

FEHEPALUNA OTHETA
Co3pgaHue oT4yeTa No Aeny B PasIMYHbIX
dopmartax

Mounck n3obpakeHnin n BUAEO C NOMOLLLbHO
Pa3NNYHbIX NAPaMETPOB N HECKONbKUX
KaTeropui.

FrEONNOKALNMA
Bu3syannsaumnsa HangeHHbIX reo KOOpAUHAT B
WMCTOYHMKAX AaHHbIX B BUAE OTMETOK Ha KapTe.

DISCOVERY

Mownck nHpopmaummn No pasnNYHbIM
AOMOJIHNTENbHbIM MapameTpam
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